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Obsoletes: 1883 R. Hinden
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Prechodové mechanismy (1996)

Dual IP Layer

The most straightforward way for IPv6 nodes to remain compatible with
IPv4-only nodes is by providing a complete IPv4 implementation. IPvo6
nodes that provide a complete IPv4 1mplementation in addition to
their IPv6 implementation are called "IPv6/IPv4 nodes." IPv6/IPv4
nodes have the ability to send and receive both IPv4 and IPvo
packets. They can directly 1nteroperate with IPv4 nodes using IPv4

packets, and also directly interoperate with IPv6 nodes using IPvb
packets.

Types of Nodes

IPv6-only node: A host or router that implements IPv6, and does not

implement IPv4. The operation of IPv6-only nodes is not addressed
here.

(RFC 1933, IPvé Transition Mechanisms, April, 1996)



https://datatracker.ietf.org/doc/html/rfc1933

NAT-PT'!

Network Working Group G. Tsirtsis
Request for Comments: 2766 BT
Category: Standards Track P. Srisuresh

Campio Communications
February 2000

Network Address Translation - Protocol Translation (NAT-PT)
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NAT-PT..?

NAT-PT

Rubrika: Internet, 28.03.2002 06:20 Jednim z cilii IPv6 je smést NAT s povrchu zemského. Oviem

kdyz teCe do bot, je obCas tfeba spojit se i s nepritelem. Proto

IPV6 = pPeChOd OVé meCh an iS my (2) vznikl navrh, jak zapojit NAT do prace pro svétlou stranu Sily.

Po pfedchozim

mechanismy, které usiluji o souZziti obou svétu. Pfevadéji datagramy z
jednoho formatu do druhého a umoznuiji, aby si tfeba IPv6 aplikace
popovidala s IPv4 serverem.

6. Cervna 2022

Umoziuje strojim z lokalni IPv6 sité komunikovat s globalnim

kursu tunelovani se dnes podivame na ty prechodové
P yPp IPv4 Internetem.

Netword Address Translation - Protocol Translation (NAT-PT)
je v zésadé stary Spatny NAT, ale tentokrét prevadi mezi IPv4 a
IPv6 adresami. Typicka pozice pro né€j je na hrani¢nim smérovaci
mezi lokdlni siti a Internetem.

Ocekava se, ze NAT-PT sehraje v prechodné fazi mezi IPv4 a IPv6
pomérné vyznamnou ulohu. Rozhodné patfi do "zakladni
vybavicky" pfechodovych mechanismi.

https://www.lupa.cz/clanky/ipv6e-prechodove-mechanismy-2/
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https://www.lupa.cz/clanky/ipv6-prechodove-mechanismy-2/

NAT-PT : - (

Tak nam zabili NAT-PT

Pavel Satrapa - 11. 10. 2007 6:25

A takovy to byl silak! Jesté pred péti lety byl NAT-PT povazovan za jeden z nosnych
pilitd pfechodu od IPv4 k IPv6. Mezi mechanismy podporujicimi zménu internetového

protokolu se dlouhodobé tésil prominentnimu postaveni. A ted' je oficialné prohlasen za
‘ o historicky, Cili je opustén. Jak k tomu doslo?
/

IP verze 6 dlouhodobé trpi problémem "slepice nebo vejce". UZivatelé se do Nalepky

néj moc nehrnou, protoze novym protokolem je dostupnych méné sluzeb nez 1pygs

jeho predchiidcem. A kdo by prevadél sluzby pod IPv6, kdyz tam nejsou

uzivatelé... Jednim z prostiedkdl, které by mély pomoci rozetnout tento zaarovany kruh, je preklad protokold.

https://www.lupa.cz/clanky/tak-nam-zabili-nat-pt/
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https://www.lupa.cz/clanky/tak-nam-zabili-nat-pt/

NAT64!

NAT64 - dalsi most mezi IPv4 a IPv6

Pavel Satrapa - 2. 10. 2008 6:25

S blizicim se datem vycerpani IPv4 adres (aktualni predpovéd. fijen 2011) nabyvaji na

vyznamu prostfedky pro prechod od IPv4 k IPv6. Docela dobfe jsou vyreseny rizné
formy tunelovani, zato preklad mezi ob&ma verzemi protokolu zlstava otevienou

’ Q kapitolou. Vznikajici NAT64 predstavuje dalsi pokus o preklenuti této bariéry.

Ovsem kdyz NAT-PT dvermi vyhodite, oknem se vam vrati NAT64. RFC 4966 ve  Nalepky

svém zaveéru pripousti jeho moznou reinkarnaci v upravené podobé, a pravé to se v IPV6

soucasné dobé déje. NAT64 se samoziejmé snazi vyhnout problémim, které vedly k

odmitnuti NAT-PT. Déla to jednak omezenim svych funkci (NAT-PT byl obousmérny, v NAT64 se komunikace
navazuje jen z IPv6 sité do IPv4), jednak rozsifenim DNS o indikaci uméle vytvorfenych zédznamd.

https://www.lupa.cz/clanky/nat64-dalsi-most-mezi-ipv4-a-ipv6/
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https://www.lupa.cz/clanky/nat64-dalsi-most-mezi-ipv4-a-ipv6/

NAT64!
IPv6 Myty a skutecnost, dil VIII. -

Prechodové mechanizmy

TOMAS PODERMANSKI | 31.3.2011 | Doba ¢teni: 16 minut © 79 NowcH NAzory [ D

Protokol IPv6 byl jiz od pocatku vytvafen jako protokol nekompatibilni s dfive
pouzivanym protokolem IPv4. To na jednu stranu umoznilo tvircim neomezovat se pfi
navrhu vazbou na plvodni protokol, ale na druhou stranu komplikuje zavadéni IPv6

v sitich. (...)

Prekladové mechanizmy - NAT64, DNS64

(...) pro mnohé sité by byla jisté velice lakava myslenka (...) provozovat pouze
IPv6 protokol. VeSkera komunikace uvnitf sité by se odehravala s vyuZitim [IPvé6]
a pripadny pfechod do svéta IPv4 by zajistilo jedno zafizeni (...). Vyhody jsou
zfejmé, zjednodusena konfigurace bezpecnostni politiky, snazsi adrzba sitovych
zafizeni, sluzby provozované pouze pod protokolem IPv6 atd.

Z pohledu budovani siti jsou Uvahy o praktickém nasazeni mechanizmu NAT64,
DNS64 zatim hodné predcasné. (...) V pripadé nasazovani NAT64, DNS64 musi
viechna zafizeni podporovat protokol IPvé. Pokud musime v siti provozovat
protokol IPv4, byt jen na nékolika zafizenich, ztraci nasazeni této technologie
témér smysl.V takovém pripadé je snazsi provozovat v siti oba protokoly.

https://www.lupa.cz/clanky/ipv6-myty-a-skutecnost-dil-viii-prechodove-mechanizmy/

6. Cervna 2022

Radek Zajic, radek@zajic.v.pytli.cz, IPv6: deset let poté (2022)


https://www.lupa.cz/clanky/ipv6-myty-a-skutecnost-dil-viii-prechodove-mechanizmy/

NAT64'!
Vysla definice NAT64

PAVEL SATRAPA | 5.5.2011 | Doba &teni: 6 minut O 12 NAZORD n |

V minulém tydnu byla vydana sada RFC definujicich mechanismus NAT64 pro preklad
IPv6 paketll na IPv4 a naopak. Umozniuje zalepit jedno z bolavych mist IPvé, protoze
dokud se jeho uzivatelé rozumné nedostanou k IPv4 zdrojam, uvidi jen velmi malou
¢ast soucasného Internetu.

Strucné pfipomenme historii, ktera k nému vedla.Jiz v ranych fazich vyvoje IPv6
bylo zfejmé, ze je tfeba zpfistupnit uzivatelim nového protokolu sluzby, které
jsou poskytovany protokolem starym (a pokud mozno i naopak). Proto vznikla
specifikace SIIT (REC 2765) definujici zakladni pravidla pro vzajemny prevod
datagramu a jako jeden z jejich vyznamnych uzivateld mechanismus NAT-PT
(REC 2766), ktery dopliioval mapovani adres.

https://www.lupa.cz/clanky/vysla-definice-nat64/
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https://www.lupa.cz/clanky/vysla-definice-nat64/

NAT64 a IPv6-only

Karel (neregistrovany) 88.146.225.--- 20.5.201117:30

Smysl NAT64 je v tom, ze je to dalsi zpusob pro prechod k IPvé. ISP nebude nucen udrzovat
dualstack u svych zakazniku. Proste postavi sit na IPv6 only a uzivatele tak budou mit stale pristup
k IPv4 adresam, pokud nebude existovat IPv6 adresa pozadovane sluzby. Takove reseni umozni
mnohem snazsi accounting and bandwidth management, protoze ISP pracuje pouze s jednim IP
protokolem (firewall, fronty, smerovani, atd.)

https://www.lupa.cz/clanky/vysla-definice-nat64/nazory/
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https://www.lupa.cz/clanky/vysla-definice-nat64/nazory/

IPvd-only vs. IPv6-only

Provoz jednoho protokolu IPv4 IPv6

Ochrana proti protokolu IPv6 IPv4
Pristup z/do IPv6 siti Slozity az nemozny Nativni (bez prekladi)
rstup /o pvasi B o rechoson

Velikost sité Slozita volba na zacatku, /64

(pocet dostupnych adres) problematické rozsirovani pozdéji
Pravdépodobnost precislovani sité Vysoka Témeér nulova
Kolize IP adres s jinymi sitémi Velmi pravdépodobna Nenastane

Propojovani siti ,,skrze Internet” U siti s priv. adresami je nutny tunel Nativni (staci firewall)

Adresni prostor pro béh kontejneru Omezeny prostor nekolidujicich adres Prakticky neomezeny



IPv6-only ve sveteée

China sets goal of running single-stack IPv6 network by 2030, orders
upgrade blitz

https://www.theregister.com/2021/07/26/china single stack ipv6 notice/

U.S. Government Internet Protocol Version 6 (IPv6) Policy [source]

The IPv6 implementation plan shall describe the agency transition process and include the following

milestones and actions:

e At least 20% of IP-enabled assets on Federal networks are operating in IPv6-only environments by the
end of FY 2023;

e At least 50% of IP-enabled assets on Federal networks are operating in IPv6-only environments by the
end of FY 2024; and

* At least 80% of IP-enabled assets on Federal networks are operating in IPv6-only environments by the
end of FY 2025.

clintonwhitehousel.archives.gov
clintonwhitehouse?2.archives.gov
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IPv6-only s NAT64/DNS64

2001:db8::c



IPv6-only s NAT64/DNS64

(1) github.com AAAA?
—

2001: dbs_ € " (4) github.com AAAA
l”“”“““ 64:ff9b::140.82.118.3 (3) github.com A

"6 :m—_~4 j/

(5) TCP SYN 64:ff9b::140.82.118.3 (6) TCP SYN 140.82.118.3
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(2) github.com A?




IPv6-only v mobilnich sitich
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464XLAT: A Solution for Providing IPv4 Services Over and IPv6-only Network
Problem Statement

As noted in draft-arkko-ipv6-only-experience, |Pv6-only networks, even with NAT64 / DNS64, cannot meet

service level parity with traditional IPv4-only networks. Some applications and services just fail to work correctly
over IPv6. IPv4 is required because of poor programming practices that referencing IPv4 specific networking
APIs instead of address family agnostic APIs, signaling IPv4 literals, or failing to use DNS FQDN names instead
of IPv4 literals does. All of the above failure scenarios are preventable and will need to be resolved for
applications to thrive in the new Internet reality where there are IPv4-only, IPv6-only, and dual-stack clients.

Handset Wireless

/—\ Cell Provider Services /Internet\

Application without DNS64 clat daemon plat server
1Pva > > »> IPv4 service
A
Nat 4->6 Nat 6->4

A

PO

3

{ )

~ A
IPV6 j—)i IPv6 only cell network T
/

\\\_,,/ -

https://sites.google.com/site/tmoipv6/464xlat, https://datatracker.ietf.org/doc/html/rfc6877
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https://sites.google.com/site/tmoipv6/464xlat
https://datatracker.ietf.org/doc/html/rfc6877

Uvahy o praktickém nasazeni NAT64/DNS64 jsou hodné predéasné (2011)
IPv6 Deployment for AS21928: T-MOBILE, United States of America (US)

Zoom: [1h] (iw] (im] (3m] @ AS IPv6 Capable : 9547 @ AS IPV6 Preferred : 95.01 :49.79 @ CC IPV6 Preferred : 48.09 102:00 April 23,2022
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https://stats.labs.apnic.net/ipv6/AS21928?c=US&p=1&v=1&w=30&x=1
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https://stats.labs.apnic.net/ipv6/AS21928?c=US&p=1&v=1&w=30&x=1
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IPv6-only v datacentrech

Radek Zajic, radek@zajic.v.pytli.cz, IPv6: deset let poté (2022)
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Dual-Stack na okraji, IPv6-only uvnitr sité

NAT64
— Nativni IPv6 SIIT-EAM/DC —— Odchozi IPv4

Prichozi IPv6
(pavodem IPv4 svéta)

DNS64

Prichozi IPv4

L4/L7 proxy

6. Cervna 2022 Radek Zajic, radek@zajic.v.pytli.cz, IPv6: deset let poté (2022) 20



IPv4 kompatibilita pro datacentra: SIIT

2001:db8:dc8:dead::142.251.36.78 192.0.2.248 _ _ _
< 64:f9b::140.82.118.3 NAT64 140.82.118.3 GltHub*

140.82.118.3

< 2001:db8:dc8:c1d::195.91.35.33 SIIT 195.91.35.33
2001:db8:dc8:dead::142.251.36.78 142.251.36.78

142.251.36.0/24 195.91.35.33
2001:db8:dc8:c1d::/120
SIIT prefix: 2001:db8:dc8:c1d::/96
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IPv4 kompatibilita pro datacentra: SIIT-DC (EAM)

140.82.118.3

2001:db8:dc8:dead::cOfe/64
SIIT-EAM
W 2001:db8:dc8:c1d::195.91.35.33 195.91.35.33
< 2001:db8:dc8:dead::cOfe SIIT-EAM 142.251.36.78 D

195.91.35.33

SIIT-EAM

142.251.36.0/24
SIIT prefix: 2001:db8:dc8:c1d::/96

IPv4 Prefix IPv6 Prefix

142.251.36.0/27 2001 :db8:dc8:feed: : £fe00/123
142.251.36.33/32 2001 :db8:dc8:dead: :c0fe/128

6. ¢ervna 2022 Radek Zajic, radek@zajic.v.pytli.cz, IPv6: deset let poté (2022)

2001:db8:dc8:dead::cOfe 192.0.2.248 . 00
64:ff9b::140.82.118.3 NAT64 140.82.118.3 @itHub *
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IPv4 kompatibilita pro datacentra: L4/L7 proxy

2001:db8:dc8:dead::cOfe 192.0.2. 248
64:ff9b::140.82.118.3 NAT64 140.82.118.3 GItHUb %

140.82.118.3

2001:db8:dc8:c1d::fe 195.91.35.33
2001:db8:dc8:dead::cOfe L4/L7 proxy — SyretemTRr

142.251.36.78/24 195.91.35.33
2001:db8:dc8:c1d::fe/64

Protokol Identifikace cile Identifikace klienta

HTTP (tcp/80) Host header X-Forwarded-For apod.
HTTPS, SMTPS, POP3S, L4 TLS SNT atribut Obtizna (napr. PROXY
IMAPS protocol)
SSH L4 Obtizna (napf. TCP portem) Obtizna az nemozna

6. ¢ervna 2022 Radek Zajic, radek@zajic.v.pytli.cz, IPv6: deset let poté (2022) 23



IPve a kontejnery

Another computer on this network has tf
network administrator for help resolving thist
System event log.

#fress as this computer. Contact your
e details are available in the Windows

..............................

PLEASE £ BOTH OLD AND NEW ALRESSES
«f THE SAME TIME UNTIL EVERYON:
ELSE HAS MADE THE CHANGE
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IPv6-only a NAT64 s Jool.mx
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Konfigurace Jool .mx (Linux, 1/2)

#!'/bin/bash

DUALSTACKIFACE=enp0s31f6
modprobe jool

# add devices

ip netns add joolns

ip link add name to_jool type veth peer name from jool
ip link set dev from jool netns joolns

ip link set to_jool up

ip -6 addr flush dev to_Jjool scope link

ip -6 addr add fe80::1/64 dev to jool scope link

ip addr add 192.0.2.2/30 dev to jool

ip link set to_jool mtu 1500

ip route add 64:ff9b::/96 via fe80::2 dev to jool

sysctl -w net.ipv4.conf.all. forwarding=1
sysctl -w net.ipvé6.conf.all.forwarding=1

iptables -t nat -A POSTROUTING -o ${DUALSTACKIFACE} -s 192.0.2.1 -j MASQUERADE



Konfigurace Jool.mx (Linux, 2/2)

ip netns exec joolns bash -c "

"

ip
ip
ip
ip
ip
ip
ip

link set from jool mtu 1500

link set from jool up

-6 addr flush dev from jool scope link

addr add fe80::2/64 dev from jool scope link
addr add 192.0.2.1/30 dev from jool

route add default wvia 192.0.2.2

-6 route add default via fe80::1 dev from jool

sysctl -w net.ipv4.conf.all. forwarding=1
sysctl -w net.ipvé6.conf.all.forwarding=1

jool instance add --netfilter --pool6 64:£f£f9b::/96
jool global update lowest-ipv6-mtu 1500

jool pool4d add --tcp 192.0.2.1 61001-65535

jool poold4d add --udp 192.0.2.1 61001-65535

jool pool4d add --icmp 192.0.2.1 61001-65535



Provoz skrze Jool.mx

2001:db8:dead:beef::1, NN | 78.80.77.88
64-ff9b::140.82.121.3 P : 140.82.121.3
|

| 192.0.2.1

2001:db8:dead:beef::1 |
| 140.82.121.3

64:ff9b::140.82.121.3

Jool namespace

6. ¢ervna 2022 Radek Zajic, radek@zajic.v.pytli.cz, IPv6: deset let poté (2022) 29



IPv6-only Minecraft server a dostupnost z IPv4

| 160.216.160.2 ->
78.80.77.88:19133

I

I

| 160.216.160.2 >
: 192.0.2.1:19133
I

|

64:ff9b::160.216.160.2 ->
[2001:db8:dead:beef::1] :19133

I
64:ff9b::160.216.160.2 -> :
[2001:db8:dead:beef::l]:19133|
I

I

iptables -t nat -I PREROUTING -i WAN -d 78.80.77.88 \
-p udp --dport 19133 -3j DNAT --to-destination 192.0.2.1:19133

ip netns exec joolns bash -c "
jool poold4d add --udp 192.0.2.1 19133
jool bib add 192.0.2.1#19133 2001:db8:dead:beef: :1#19133 --udp

1A)
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IPv6-only Minecraft server a dostupnost z IPv4

Radek Zajic y
@’ @zajdee

| needed to run Minecraft server on both IPv4 and
IPv6. That's not possible. | have to run double-NAT
to have a true dual-stacked server:

- IPv4 PREROUTING DNAT to Jool NAT64

namespace
- IPv6 NAT46 with static BIB entry to forward IPv4 to

the IPv6 port of my Bedrock server.
N
L

2001:1ae9:2/7/. ::6.19133 > 64:.ff9%b::4e50:1302.25252: UDP, length 97

64:1TT9Db: :4e50:1302.25252 > 2001:1ae9:277: 2 56.19133.: UDP, length J
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IPv6-only v cloudu

Radek Zajic, radek@zajic.v.pytli.cz, IPv6: deset let poté (2022)
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IPv6-only a svét mraku

AWSEE

v: https://github.com/zajdee/ipv6-aws-lab

Amazon Virtual Private Cloud (VPC) customers can now create IPv6-only subnets and
EC2 instances

Posted On: Nov 23, 2021

Application Load Balancer and Network Load Balancer end-to-end IPv6 support
Posted On: Nov 23, 2021

AWS launches NAT64 and DNS64 capabilities to enable communication between IPv6
and IPv4 services
Posted On: Nov 24, 2021
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IPv6-only v sitich

s koncovymi uzivateli
(enterprise, domacnosti)



IPv6-only a sité s koncovymi uzivateli

NAT64 a DNS64 jsou naprosty zaklac

Happy Eyeballs skryva spoustu problému

Existuji aplikace, které na IPv6-only siti nebézi spravne (Spotify)

Existuji aplikace, které bez IPv4 nebézi vibec, a je jich hodné
(VPN, 10T, herni konzole, audiosystémy, ESP, Arduino, lkea HW, bézecké pasy, atp.)

Jediny zpusob, jak zjistit, co nefunguje, je friendly user trial
(rozchodte si IPv6-only sit s NAT64/DNS64 a sledujte, co se rozbije)

vV v/

Na bézném domacim zarizeni nebézi CLAT
(aplikace vyzadujici IPv4 sockety nebudou fungovat)


https://community.spotify.com/t5/Live-Ideas/Desktop-IPv6-support-for-the-desktop-client/idi-p/4769350
https://datatracker.ietf.org/doc/slides-interim-2020-v6ops-01-sessa-the-day-i-broke-all-the-treadmills-google-ipv6-only-deployment/
https://www.youtube.com/watch?v=1fieNa_3QZk

Neni Zzadna IPv4

; WHAT IF I'\'I'Illll YOU

}

THERE'S NO IPV4 ON THE LAN

imgflip.com

Kea 1.9.1+, ISC DHCPc 4.4.3, macOS Monterey 12.0.1+, iOS 15+, Android 12+

IPv6-Only Preferred Option for DHCPv4
https://datatracker.ietf.org/doc/html/rfc8925
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https://datatracker.ietf.org/doc/html/rfc8925

Budoucnost IPv4 v koncovych sitich..?

Mobilni sité: 464XLAT (IPv6-only, DNS64/NAT64, CLAT = NAT46 v mobilu)

Kontejnery: IPv6-only s DNS64/NAT64, Dual-Stack at the Edge

Sité datacenter: IPv6-only s DNS64/NAT64, lokalni segmenty Dual-Stacku

Domaci sité: Dual-Stack s DNS64/NAT64 a IPv6-only DHCPv4 option



Q&A

Diky

, @zajDee
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